BAN i\N LY ‘ ‘ \\
~ KHU CONG NGHE CAO PHONG AN NINH MANG VAPCTP  ©
VA CAC KHU CONG NGHIEP DA NANG SU DUNG CONG NGHE CAO
TAP HUAN .
MOT SO NOI DUNG BAO DAM AN NINH MANG, -
BAO VE Bi MAT NHA NUGC TREN KHONG GIAN MANG, .
BAO VE DU LIEU CA NHAN

Thuong t4, Ths. LE CAO TAM
Truwong Phong An ninh mang N\
va PCTP str dung cong nghé cao




CHU TRUONG, CHINH SACH, PHAP LUAT

" VE AN NINH MANG .
Nghi quyét so 30-NQ/TW ngay 25/7/2018 cla
Luat An ninh mang BO Chinh trj vé Chién lugc An ninh mang qudc gia.

Quyét dinh so 964/Qb-TTg ngay 10/8/2022 cuia Thu tudng Chinh phu
Phé duyét Chién ludc An toan, an ninh mang quoc gia, chi dong ting pho véi
cac thach thuc ti khong gian mang dén ndam 2025, tam nhin dén nam 2030.

Quyét dinh so 77/QD-TTg ngay 30/11/2022 cua
Thu tuéng Chinh pht Phé duyét Dé an “Xay dung
Thé tran An ninh nhan dan trén khong gian mang”

Nghi dinh s6 53/2022/ND-CP
ngay 15/8/2022 cua Chinh
phi quy dinh chi ti€t mot so
diéu cua Luat An ninh mang.

Nghi dinh s6 13/2023/ND-CP ngay 17/4/2023 cua
Chinh phu vé Bao vé di liéu ca nhan.



CHU TRUONG, CHINH SACH, PHAP LUAT
VE AN NINH MANG

@ O

- Nghi dinh s6 144/2021/ND-CP ngay 31/12/2021 cta Chinh phu.

- Nghi dinh s6 14/2022/ND-CP ngay 27/01/2022 cua Chinh phu.

- Hién BO Cdng an da trinh Du thao Nghi dinh cua Chinh phu quy dinh xu
phat vi pham hanh chinh trong linh vuc an ninh mang.



"An ninh mang la su bao dam hoat déng
trén khong gian mang khong gay phuong
hai dén an ninh quoc gia, trat tu, an toan
xa hoi, quyen va Igi ich hdp phap cua co
quan, to chdc, ca nhan."

Theo khoan 1 Diéu 2 Luat An ninh mang 2018



AN NINH MANG

NEWS
==

\==e ||

An ninh théng tin

- Bao vé BMNN trén khong
gian mang.

- Phan bac thong tin xau
doc, xu ly tin gia.

An toan thong tin

- Mot so hinh thtic tan cong
mang.

- Bién phap an toan trén
khong gian mang.

PCTP str dung cnc

- Cac phuong thic, thu doan
Uia dao.

- Bao vé di liu ca nhan.



BAO VE
BI MAT NHA NUOC
trén khong gian mang

BAO VE
Bi MAT NHA NUGC
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lam 16, mat bi mat nha nudc trén khong gian mang
theo thong ké cua B6 Cong an trong giai doan tu 2015-2021



TiNH HINH LO, MAT BMNN TREN KHONG GIAN MANG

@ O

- 57,7% la bi mat nha nudc bi 16 qua viéc dang tai cong khai théng tin trén
cac website va cong thong tin, trang dién ti cla cdc cd quan nha nudc,
ban, nganh.

- 1,6% 12 viéc st dung dich vu thu dién ti nhu Gmail, Yahoo Mail dé gui,
nhan tai liéu co chda noi dung bi mat nha nudc.

- 9,3% la [0 bi mat nha nudc qua cac trang mang xa hoi.



QUY DINH CUA PHAP LUAT VE
_BAO VE BMNN TREN KHONG GIAN MANG

Pieu 5 Luat Bao vé bi mat nha nudc quy dinh cac hanh vi bi nghiém cam
lién quan dén khong gian mang nhu sau:

- Soan thao, Iuu gid tai liéu c6 chia nbi dung bi mat nha nudc trén may tinh
hodc thiét bi khac da két ndi hoac dang két noi v6i mang Internet, mang
mady tinh, mang vién thong, tri trudng hdp luu gidiu bi mat nha nudc theo
guy dinh cua phap luat vé co yéu.

- Truyén dua bi mat nha nudc trén phuadng tién thong tin, vién thong trai voi
guy dinh cua phap luat vé co yéu.



QUY DINH CUA PHAP LUAT VE
_BAO VE BMNN TREN KHONG GIAN MANG

Pieu 5 Luat Bao vé bi mat nha nudc quy dinh cac hanh vi bi nghiém cam
lién quan dén khong gian mang nhu sau:

- Chuyén muc dich st dung may tinh, thiét bi khac da dung dé soan thao,
liu gidi, trao doi bi mat nha nudc khi chua loai bo bi mat nha nudc.

- Dang tai, phat tan bi mat nha nudc trén phuong tién thong tin dai ching,
mang Internet, mang mdy tinh va mang vién thong.



NGUY CO TU LO HONG BAO MAT, VIRUS MADOC

@ O

- May tinh t0n tai 16 hong bao mat, tin tac c6 thé khai thac tif xa.
- May tinh nhiém virus, ma doc danh cap thong tin truyén di liéu qua
Internet.
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NGUY CO TU LO HONG BAO MAT, VIRUS MADOC

@ O

- soan thao, luu trd tai liu mang ndi dung BMNN trén may
tinh noi véi mang internet, mang mdy tinh, mang vién thong.

- Su dung hé diéu hanh méi (Windows 10 trd 1én) va thudng xuyén cap
nhat ban va loi.

- Su dung phan mém Quét virus, ma doc cé ban quyén; bat ché dd quét
thudng truc va thudng xuyén cap nhat di lieu cho phan mém (it nhat 3
thang).

- St dung phan mém tudng IGa.



NGUY CO TU CAC DICH VU TREN KHONG GIAN MANG

@ O

Nguy cad 10, lot khi su dung thu dién tu cong cong.
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NGUY CO TU CAC DICH VU TREN KHONG GIAN MANG

@ O

Nguy cad 16 lot khi gui, nhan tai liéu qua cac phan mém OTT; st dung cac
dich vu luu tri tu d6ng dong bo, sao luu trén thiét bi; ...
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NGUY CO TU CAC DICH VU TREN KHONG GIAN MANG

- trao doi, dang tai noi dung BMNN qua mang xa hoi, hop thu
dién tu, trang thong tin dién tu, phuong tién thong tin dai chung ...

- soan thao, chup anh, luu tri ndi dung BMNN trén dién thoai
théng minh, may tinh bang.



Nguy co khi két noi cac thié€t bi c6 kha nang két ndi Internet vao may tinh
ddc 1ap, may n6i mang riéng

@ O
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két ndi Internet, USB 3G, Wifi, dién thoai théng minh,
may tinh bang vao may tinh doc lap, may noi mang riéng.



Nguy co khi str dung may in cung lic gitra may tinh doc lap va may tinh
ndi mang internet
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si dung cung luc mady in gila may tinh doc lap va
may tinh ndi mang internet.



Nguy co khi photo tai liéu BMNN

- photo tai liéu c6 ndi dung bang may Photocopy
ngoai quan ly cua co quan
- Format sach hoéc tiéu hiy 0 cting khi diing st dung



Nguy co do viéc sir dung chung USB giita may ddc lap véi may tinh noi
mang Internet (Ma doc Mustang Panda)
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Nguy co do viéc sir dung chung USB giita may ddc lap véi may tinh noi
mang Internet (Ma doc Mustang Panda)

o

- Ma doc dudc gli t6i trong file nén (zip) dé tranh bi chan bdi cac Gng
dung.

- Trong file nén co chua file shortcut .Ink kem theo duoi .doc (vi du
sample.doc.Ink) dé danh Itia ngudi dung.

{— ¢chuong trinh dang huong.doc ; GIAYMOL.doc { sach tham khao Bo mon.docx

F ! b Lo

tieu luan ve quyen lam chu cua { vai tro cua nhan dan.doc
;| nhan dan.docx




Nguy co do viéc sir dung chung USB giita may ddc lap véi may tinh noi
mang Internet (Ma doc Mustang Panda)

o

- Can trong khi ti€p nhan email, dudng link, tép tin la, xac thuc chinh xac
nguon gui an toan, dang tin cay.

- Sti dung USB cd yéu, bdo mat. Trudc khi cam USB vao mdy Internet phai
x0a sach noi dung BMNN.



NGUY CO TU’ CHUYEN MUC PiCH S&* DUNG MAY TiNH

@ O

- Tai lieu BMNN dudc soan thao trong quad trinh st dung khong dudc loai
b6 hodc x6a bo khong triét d& (cd thé phuc hoi bang cdc phan mém
chuyén dung). Khi chuyén thanh may internet c6 nguy cd bi danh cap di
liéu.

- Trong qud trinh sU dung may c6 khad nang bi nhiém ma ddc virus 0-day.
Khi chuyén sang may doc 1ap ma doc van co kha nang danh cap dd liéu
(phuong thue hoat dong nhu ma doc Mustang Panaa).



NGUY CO TU’ CHUYEN MUC PiCH S&* DUNG MAY TiNH

@ O

- Cai dat lai hé diéu hanh va ra quét ma doc trude khi chuyén muc dich su
dung.

- D6i véi may tinh Doc lap, trude khi chuyén muc dich can lam sach d liéu
theo tiéu chuan chdng khoi phuc (format tif 3-5 1an toan bo 6 cling).



Phan bac, xtr ly thong tin
x4u doc, sai sw that

o O




Thong tin xau doc, sai su that |a thong
tin cO y bia dat hodc dung thu thuat Iua
bip bang céach lan truyén qua phuong tién
truyén théng hay mang xa hoi (MXH)."

Thong tin xdu doc, sai su that thudng dudc tao ra dé tac dong
dén tu tudng, quan diém, tinh cam, cam xdc, thai do, hanh vi
cla ngudi dan, gay anh hudng tiéu cuc dén dién bién thuc tién,
nham thuc hién cac muc dich chinh tri, Igi ich kinh t€ hay y do
xdu xa cta chu thé tién hanh.



THONG TIN XAU POC, SAI SU THAT

Thong tin lan truyén hai n sinh
HUFLIT bi xam hai tinh duc

#33306

11/01/2023 0:18:00

Minh xin nuongWhc

Chao toan thé cac

ng 1 nam 2023. Mot
di quan su bi hi*p d*m,

hom nay, thi 3 ngay
ddra ban minh bén HU
xong nhay lau.

Minh thuc su raibire xic cing\Whu bat luc, budn
tai vi minh thiéu quyén luc dé bao vé ban be,



THONG TIN XAU POC, SAI SU THAT

L

Xot xa trudc hop com cua cdc em hoc sinh ving cao tai Nam

-I— n 0 n n ? 7
Giang, Quang Nam
h O n g tl n Ve h 0 p C d I I I C u a C a C Khong phai mot biia com day du thit ca, khong phai hop com dep dé

. dugc me chuan bi can than mdi budi sém trudc khi dén I6p. Dusi day
a hinh anh hop com clia mét em hoc sinh viing cao tai Nam Giang,
Quang Nam khién nhiéu ngugi phai xot xa, khong khoi chanh long

(] \ ]
MGi day, tai khoan clia mét ¢ gido da chia sé khoanh khac bé hoc
sinh vai blta trua dam bac, day thuong xot. Hinh anh ghi lai hop com
L] L]

chi von ven com trang va mon “chudt” ché bién sg sai dugc em tranh
thl anyoi lic & truong da khién nhiéu ngudi nhai long

] 2 khong hé c6 rau xanh, khéng co thit ca ma chi 13
com nguogh thé ma cac em van an mét cach ngon mig
nhing hinh a ay that kho ai co the kiém long. Pac

, hét déu Ia nhiing Qe sinh 16p 1 I8p 2, tham chi la n.

Mac du, do chi la moNga com khong du dinh ng nhung doi voi
cac em d6 la mot bira ar’@inh soan, mot bl khién 10 tré hanh
phuc. Cam xuc that kho ta nhin khuongit ngay tho, non nét, lam
lem, xtic voi miéng com ay.

Thuc sy, cac em hoc sinh & nhiing sau ving xa, vung mién nui
kho khan phai chiu rat nhiéu thig @ com day da thic an thit




THONG TIN XAU POC, SAI SU THAT

Bién dong chinh tru8gg chura tirng c6
tien 1é: Viet Nam dang Mgneéen ‘bat on’
vi dau da quyen luc?

} Viét Tan @
1ngay - Q

b 1anh dao lam viéc rat co trach nhiém Xhan va gia dinh minh, r

16ng chira mot thir gi ca. Do ladaoly.

Pa tw! 4 roi, khi trd thanh can by
**:n dao, ho xem tham nhiing
.di chinh 1a dao 1y, la trach nhiem,
la nghia vu doi véi ban than
va gia dinh. Chinh vi the, ho an
khong chita mt thif gi.



NHAN DIEN
THONG TIN XAU POC, SAI S THAT

@ O

~ Noi dung tin __Hinh anh
(tim /flb’{” 50”5/9, e (Google Lens)
tin chinh thong) LAY
Thong tin xau
— doc, sai su =
that
Tai Khoan bangitvao

ding tai ~ kién thiic ban than



NHAN DIEN
THONG TIN XAU POC, SAI S THAT

@ O

- Tiéu dé giat gan, thu hat, noi dung thong tin mdi la, thudng dé cap dén
mot van dé nong dang dudc nhiéu ngudi quan tam.

- Thong tin khdng ghi nguon hodc nguon khong rd rang.

- Thong tin xuat phat tu nhiing trang web, tai khoan, kénh noi dung trén
mang xa hoi thudng xuyén tung tin gia, hoac tU nhiing trang, tai khoan,
kénh khong thudc cd quan bao chi chinh théng hodc cd quan nha nudc.



NHAN DIEN
. THONG TIN XAU POC, SAI S THAT

- Xem Xét nguon tin, kiém tra tac gia.

- Kiém tra thong tin, hinh anh minh hoa va dudng dan lién két.

- Kiém tra thdi gian.

- Doc toan bd ndi dung, tim nhing diém nghi ngd, mau thuan.

- DOi chiéu vdi thong tin trén bdo chi chinh thdng hodc tham khao y kién
chuyén gia hoac cac cd quan chtic nang.



NHAN DIEN

THONG TIN XAU POC, SAI S THAT

oY

Con gi déc La qua moi
ngudi? @) @ @ 8 XX ...

Xem két qu Ci ” >

© YouTube

sinh vat la#short
#snake #nature...

© YouTube

ONE TWO THREE® @
@ - YouTube

Cau Ca Halong| Naye
c6 kéo 11h30 trua di 6...

Con gi vay moi ngudi
??? - YouTube

0 ra

BANG XEM TUGI NAM

2022! - Tt Vi Phong...

con nay la con gi ,ai biét
ko ? - YouTube

12 thang 7, 2024 -
YouTube

Google

Images

R

y
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CACH XU’ LY
THONG TIN XAU POC, SAI S THAT

@ O

Cac budc can lam khi thay tin gia:

- Luu lai bang chiing (luu lai dudng link, chup anh man hinh tin, bai viét
nghi 1a tin gia, tai video nghi 1a tin gia vé may tinh, dién thoai cua
minh...).

- Khéng chia sé va canh bdo cho ngudi than, ban bé khong chia se
nhiing thong tin nghi ngd Ia gia nay.

- Canh bao cho ngudi dang ddng tai, chia sé nhiing thong tin nay vé kha
nang ho dang lan truyén tin gia va hiu qua cua viéc nay.

- Thong béo tin gia dén cd quan chic niang c6 tham quyén.



CACH XU’ LY
THONG TIN XAU POC, SAI S THAT

(@

O

Trung tam Xu Iy tin gia Viéet Nam (VAFC) thuoc Cuc Phat thanh, truyén
hinh va thong tin dién t (Bo Thong tin va Truyén thong) théng qua cac
phudng thic sau:

Website. https://tingia.gov.vn;

Emall: online.abei@mic.gov.vn;

Hotline: 18008108.



TINH HINH
AN NINH MANG

Trén Thé gidi, tai Viéet Nam
va thanh phd Da Nang




8 000 000 000 000
USD

tuong dudng gan 196 triéu ty VND
|a thiét hai bdi cac vu tan cong mang




Cac muc tiéu mém dé tin
cong

Nhu céac vién nghién cdu, to
chiic phi chinh phu va céac
trudng dai hoc, van 1a cac muc
tiéu hang dau.

Ning cao kha nang tiép
can

Cac muc tieu khd tan cong
nhu quan chinh phu hay nganh
cong nghiép qudc phong.






"Viét Nam dting dau trong top 10 quoc
gia c6 sO lugng muc tiéu bi tan cong boi
phan mém doc hai Infostealer tai khu vuc
Chau A Thai Binh Dudng nam 2023."

~——

Theo nghién ciu cua Cyberint



8.168

cudc tan cong lua dao

451

cudc tan cong thay doi ndi dung website

884

cudc tan cong ma doc



TAN CONG RANSOMWARE TAI VIET NAM

/R
VNDirect Nhiéu ca nhan, t6
24/03/2024 02/04/2024 chirc, co quan, don vi

khac ...



NGUY CO' DE DOA AN NINH MANG TAI THANH PHO

@ O

- SG Thong tin va Truyén thong ghi nhan, ngan chan 3.228 lugt tan cong
vao cac hé thong thong tin cta thanh pho.

- Cong an thanh phd phat hién, huéng dan xu Iy nhiéu nguy cd de doa /
sU ¢ an ninh mang.

NoJ 1én:

- Su' ¢ Trung tam Cong nghé thong tin thudc So Tai nguyén Moi truong
bi tan cong ma doc ma hoa tong tién vao thang 5/2024.

- Cdc trang thong tin dién v cua co quan, don vi bi dat backlink quang
cdo trdi phép va 1o, lot tai khodn quan tri cdc hé thong thong tin.



Mot sO hinh thirc

tin cOng mang

o O




"Tan cong mang & hanh vi su dung
khong gian mang, cong nghé thong tin
hodc phudng tién dién ti dé pha hoai
gdy gian doan hoat dong cua mang vien
thong, mang Internet, mang may tinh, hé
thong thong tin, hé thong xu Iy va diéu
khién thong tin, cd sd dd liéu, phudng
tién dién tu."

~——~

Theo khoan 8 Biéu 2 Luat An ninh mang 2918



TAN CONG DDOS




TAN CONG MA BOC




TAN CONG SQL INJECTION

O

La mot ky thuat cho phép ké tan
cong chén ma SQL vao di liéu
gui dén may chu va cudi cung
dudc thuc hién trén may chu co
sg dii liéu.

Cach thuc hoat dong cua SQL Injection

1. Hacker xac dinh Username 2. Truy vin SQL déc
trang web dé bi tén hai dudc xac thuc va

thudng, SQL va tiém lénh duge thye hién

truy van SQL déc

bang co sé dif liéu
Imquadu:he u diu
@/ WEBSITE @&‘ ¥ LPTEE
INPUT FIELDS

3. Hacker dugc cip quyén
truy cip va thay déi cic
ban ghi hoic ¢ kha ning
hanh dong nhu quan tri
vién cd sd dii liéu

HACKER DATABASE



TAN CONG MAN-IN-THE-MIDDLE

o

L3 mot loai tdn cong mang ma
hacker sé ding gitia ngudi dung
vd (ng dung. Ké tan cong sé
chan va va kiém soat toan bo
qua trinh giao tiép gilta hai bén
dé ngudi dung tin rang ho van
dang truc tiép lién lac véi nhau.

HOW MAN IN THE MIDDLE ATTACKS WORK

ORIGINAL CONNECTION

,

cﬂ;,,’""-.. ‘x\i“o\
USER/ VICTIM s% ¥ - "N(P WEB APPLICATION
WH'Q A K

MAN IN THE MIDDLE



TAN CONG PHISHING

@ lioe © ZngW3 @K

Tén mién quandoinhandan org g'd mao Bao dién o Qudn ddl nhdn ddn

1.2. Gia mao Trang TTOT téng hgp cla Bio Ddi séng va Phép lult.




TAN CONG MAT KHAU

@ O

qwerty123 x

Tan cong do mat khau | _
B - KX X querty123 4
an cong tu diéen o
| X awerty12se: [ 4

Tan cong Key Logger




TAN CONG KHAI THAC LO HONG

< o

Trong linh vuc an ninh mang, 10
hong bao méat 1a mot diém yéu
cO thé bi khai thac bdi mot tac
nhan xdu dé thuc hién cac cudc
tn cong mang nham muc dich = SN St SRl =—3
thuc hién cac hanh dong phi Wit il Tagmomit: Gt

thac khéng dli thoi gian dé

phép |én hé th6ng mUC t|éu giam thiéu thiét hai




TAN CONG APT

Xacdinhmuc
User / Company / System dich tan cong
Xo6a dau vet
Tim kiém muc

tiéu phil hop

Dgnh cap
trliéu
: Ché tao cong
g sl |

Anti Virus Panh cép Nghién ciru vé Con
dinh danh nguw&rifHa ting ciia muc téu
M& rong = Thir l
anhhwong
Khol'sinh kétnoi Trienkhai
tuben ngoal

Khoitao viee
Xamnhap

IPS/IDS




Cac phuwong thirc,
tha doan Itra dao

o O




"Téi pham mang [a hanh vi su dung
knong gian mang, cong nghé thong tin
hodc phudng tién dién 0 dé thuc hién toi
pham dudc quy dinh tai Bo luat Hinh su."

Theo khoan 74 Diéu 2 Luit An ninh mang 2018



Gia danh C6ng an, Vién kiém sat, ...

@ THONG BAO PHUGONG THUC

Cing s‘n TP I'J; MNing TH u ao“ LUA BAO
Phimg ANMEPCTPSDCNC cH.EM BOAT TA_I SAN

Tu xung co quan chic néng goi

dién théng bdo diéu tra

— —
<N Cac d6i twrong thuc hién

cac cudc goi dén ngudi bi
hai tu xung la hrc luong
thure thi phap luat: Céng
an, thdm phéan, kiém sat
wién

Théng bao ngui bi hai
oo liégn gquan dén cac hanh
wvi vi pham phap luat nhu:
gdy tai nan, budn ban ma

Ty,

Chuyén hét tBn vao tai
khodn theo y&u céu clia
déi trgng dé phuc vu

"digu tra xéc minh” tai san

BPdi trong sau dé nhanh

chéng chuyén tién zic zéc

qua nhiéu tai khoan khac

nhau nhém cat dat théng
tin déng tién

Khi bi hai phat hién ra
minh bi lira thi da qua

Cai ph&n mém "B& céng
an” vao dién thoai dé
phuc vu "céng tac diéu
tra”, thurc chéat la dé8 chiém
quyén sir dung dién thoai

Bdi twong sau dé nhanh
chéng chuyén tién trong
tai khoadn ngéin hang ciia
nan nhin qua tai khoan
ngéan hang cha d&i tuong

mudn do déng tién lac nay

da duoc chuyén sang rat
nhigu I&p tai khodn ngan

Lam gia cac lénh truy na,
quyét dinh khd&i t8, 1&énh
bat giri dén ngui bi hai.
Sau dé y8u ciu bi hai
thurc hiégn mt trong hai
cach sau:




GOI DIEN THONG BAO
TRUNG THUONG

Tu xung la nhan vién cua doanh
nghiép théng bao “Ban la 1 trong
5 ngudi dugc luya chon ngau
nhién may man tring thuong
trong dot béc tham ky niém

thanh 1ap Céng ty hay chuong

déi tugng déu tu xu‘ng 1a nguoi
cua co quan chire niing cé uy tin
ho@c chuong trinh da dugc Bd
Céng Thuong cap phép, tham
chi cung cap day da tén cong t

dia chi, s6 hotline. Nhiéu ngu i
khéng kiém ching ky da tin
tuéng hé s6 la va lam theo
huéng dan. Vi gid tri tring
thudéng I6n nén khi dugc doi
tuong la yéu cau déng phi lam
tien coc dé nhin thudéng va haa
hoan tra, ngudi tiéu dung da méac
bay va nhanh chéng chuyén tien.

MO1 CHAO MUA HANG PE
TIEP TUC NHAN
MA TRUNG THUONG

Sau khi dugc théng bao trung
, ngoai hinh thic chuyén
aoi tugong lira dao con
cé chleu tréo du dé ngudi tiéu
dung mua thém san pham co6
nhiéu ma déi thudng, ting gla tri
tring thudng. Ngudi tiéu g
ciing khéng tim hiéu, xac minh
théng tin, tiép tuc dat mua
nhirng san pham véi trj gia’ cao
tir vai triéu dén vai chuc triéu voi
mong muén tring dugc nhieu
phan thudng.

Thong bao tring thwong

NHAN TIN TRUNG THUONG
QUA FACEBOOK.

Nguéi dung nhién dugc théng
bao triang lhuong qua tin nhan

chic mung tai kh

man nhén dugc giai nhat/giai
dac biét tir sy kién Tuan 1é tri an
khach hang,... Giai thudng la...va
nhiéu phan qua gia tri khac".
Nham tao niem tin cho ngudi
nhén, tin nhan con théng bao da
dugc xac nhén tir hé thong va de
ngh; nguoi nhgan khéng cung cap
ma trang thuong cho bat ky ai.
D€ nhin dugc giai thudng, ngudi
duang can lam hd so theo hudng
dan, véi day da théng tin ca nhan
dé hoan tat thu tyc. Sau khi
chuyén tién xong thi ngudi tiéu
dung sé& khong thé lién hé vai s6
dién thoai nay. Tai khoan théng
bdo triung thuéng clng chan
facebook cua ngudi dung.

Gia mao Cong an, Vién kiém sét,
Toa an doa nan nhan dang lién quan °
d&n mot vu 4n (lira ddo, tai nan giao

thong, budn ma tdy...)

cudc Gol
LUA DAO

Gia [am nhén vién buu dién goi dién
thong b nhan buru pham; nhanvién (& <@
vién thong, nhan vién dién I goi dién X
thong béo ng cwéc, doa catdién...

Gid danh nhan vién cla trung tam
mua sam, dai truyén hinh, cong ty 5
Y0 50... goi dién hodc nhan tin cho

nan nhan thong bao ho may man nhan
dugc phan thuéng 6 gi tri cao




Chuyén nham tién vao tai khoan

Déi tugng c6 y chuyén » ok wungfagusineldafcaftinlveifmosofthon:
Kl vio #4if khod : \ ¢ Am diafchieactasiltionaliualdacielcoly
g nham vao tai khodn ) e u&awglmmuuéﬁrf.@@(‘ﬁaﬁn@w&ﬁ@?m

ngén hc‘mg ctia nan nhén. WGJ&UU@.@JM@%H:‘@@@ME@@EMG‘@J canivaylcunghVoilmon iai}

Khong str dung so tién ay vao viée chi tiéu ¢ nhan.

‘ \ Tuyét doi khong chuyén lai tién cho nguoi la khi

nho nan nhan tra |Q| kh;'mgmhén thir ba lam chimg, 1g thoi khong

= N - o " KHI NHAN DUUC < chuvés An vi & K K K
Gla Chu en t’en tien dG chuyen nhom. MUT KHOAN TIEN be tllll_\aAn hoan \..urm(_nl i khoan khic voi lh()ll](ll

\ chuyén cho minh, phai chd ngan hang giai quut trudc.
< “CHUYEN NHAM”
h de Cho il CAN LAM THEQ
CAC BUGC SAU:
vay nang lai L
2 A L. s N Khi nhin duyc dién thoai tir ngin hang. cin kiém
DOI h'(qng dOI no kem '\ : tra \cm. do ct';<lli|1;_- Ia v‘l.cuzl ngan hang hay khong.

theo léi va héa don

chuyén tién lic ddu.

Khong cung cap ma OTP, tén ding nhip,

e a .,1 P YT Z password ctia tai khoan ngén hang cho bit cir ai.
superinfo.vn




Panh cap tai khodn Facebook d€ mwon tién

e Z8 @ Ll .l = TD s v 28 © Ll .l = TD
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. ® O C ® @O < @B Huyen e

—
C can chuyén cho ngudi ta em
a

Huyén

; Em oi

= Lai di casino ha???

Ma chuyén cho ai d6
Tai khoan em con dua 10trieu z

Rang do khéng, Nh& em giri hé qua stk

Chuyén cho thang long nay giap chi véi t3i chi gtri lai
Khi tdi 7= hray duoc khéng

5&?’ Ban t chac mi k biét Chi can chuyén cho ngudi ta 7,3‘
Mi nh& ai chuyén tau muon 6tr ma tk chi dang 16i :
dck Chi nhan stk d&

Pai da ma muon cdé 10tr thui

huar? 100003134268
Le Cong Long
Uh e Ngan hang Vietinbank

Thir 2 giri lai cho Lua hai triéu nira chuyén ko

s Chtr ko biét muon ai
Lay. m? ra. Tau lua dk 2 tr C can chuy@&n cho ngudi ta em E chuyé&n xong chup hinh giri
thoi na - a sang chi nha

Uk rdra cug dc

Phtic da bo 16 doan chat video ’!f‘ N6 gtri stk qua tau gtri cho nha —

2 C ck cho ngudi ta co viéc

cua ban.
Goi lai coi mat mi xac nhan

S La saoem
cay

GOI LAI

A, tén chdng chi dung k?

Pang 1 3 Cho hay ché bi hack L =
nick 13 Hién khéng lién lac dugc véi ngudi nay trén Hién khéng lién lac dugc v&i ngudi nay trén
Messenger. M nger

jer

eoQ




Tuyén dung cdng tac vién online

CONG AN TP DA NANG
PHONG ANM&PCTPSDCNC

LUA PAO CHIEM POAT TAI SAN QUA MANG
DUGI HINH THUC TUYEN CONG TAC VIEN ONLINE

| G = .
- PHUONG THUC THU POAN

Cac d8i twong dang tai cac
thoéng tin tuyén dung lén cac

trang mang xa hdi vé&i ndi dung 1
nhuw "Lam viéc tai nha, ki€ém
tién dorn gian; chi yéu cau coé
may tinh/dién thoai théng G
minh... kem mdc loi nhuan 24
cao va tién "hoa hong" hap ; /
dan tir 10 d€n 30% tién gdc y

cho mdi nhiém vu hoan thanb

BIEN PHAP PHONG NGUA

Tim hiéu k{y théng tin ctia doanh nghiép, cac ddi tweng dang tai trén mang xa hdi qua
nhiéu nguén khac nhau (ngoai cac théng tin do d8i twe'ng cung cap)

Khéng cung cap hinh anh, théng tin ca nhan, mat khau, ma OTP ngan hang cho cac d&i
twong. Khéng truy cap dudng link, tai &ng dung la khi khéng ré théng tin. Yéu cau
ngwoi tuyén dung phai ky hgp déng lao dong, cé diéu khoan rd rang vé luvon
thudéng..

Khi nhan thay ca

au }{iéu Itra dao, chié€ém doat tai san phai bao ngay cho céng an dja
phwong gan nhat dé€ duwoc hudng dan, giai quyét




Lira ddo bang Deepfake

BAT CAl CAMERA LEN XEM
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DU LIEU CA NHAN

Dif liéu ¢4 nhan 1a thong tin du6i dang ky hiéu, chid viét,
chd so0, hinh anh, am thanh hodc dang tuong tu trén moi
trudng dién ti gan lién véi mot con ngudi cu thé hoic gidp
xac dinh mot con ngudi cu thé. DG liéu ca nhan bao gom
di liéu ca nhan co ban va dd liéu ca nhan nhay cam

Khoan 1 biéu 2




BAO VE DU LIEU CA NHAN

Bao vé di liéu cd nhanla hoat dong phong ngua, phat hién,
ngan chdn, xU ly hanh vi vi pham lién quan dén d liéu ca

nhan theo quy dinh cua phap luat

Khoan 5 Piéy 2




Hoat ddng thu thip dit liéu ca nhin cla co quan nha nwére, to chirc, doanh
nghiép, cd nhin v&i chi thé di liéu

@ O

nhan thic chua day du vé trach nhiém bao vé DLCN nén tu
dé chu quan, khong chi y mot cach day du cac giai phap bao vé DLCN
trong khi thU doan, cach thiic tdn cong mang ngay cang tinh vi, phic
tap.

hé thong bao méat cua cac doanh nghiép, dac biét 1a cac
doanh nghiép viia va nhd, hién con rat han ché, thdm chi c6 doanh
nghiép con trong tinh trang so sai, yéu kém.



Hoat ddng thu thip dit liéu ca nhin cla co quan nha nwére, to chirc, doanh
nghiép, cd nhin v&i chi thé di liéu

(@

O

chua c¢6 mot quy trinh bdo vé DLCN chuan trong doanh
nghiép, do vay kha nang do ri DLCN xuat phat tii chinh con ngudi van
hanh hé thong.
tt goc do quan ly nha nude chua cé mét cd quan chuyén trach
vé bao vé di liéu dé dua ra cac yéu cau toi thieu ddm bao an ninh bao
mat ca vé cong nghé cing nhu quy trinh va giam sat viéc tuan thu.



Hoat ddng thu thip dit liéu ca nhin cla co quan nha nwére, to chirc, doanh
nghiép, cd nhin v&i chi thé di liéu

@ O

la nhan luc an ninh mang. Chung ta thiéu va yéu ca nhan luc
van hanh cling nhu doanh nghiép cung cap giai phap. Nhan luc dam bao
an ninh mang 6 cac doanh nghiép vua va nho da so la kiem nhiém, kién
thiic va ky nang an ninh, an ninh khéng gian mang khong dudc cap
nhat, trong khi thd doan tan cong mang lai cang tinh vi phuc tap.



Hoat dong thu thip dit liéu ca nhan tir t6i pham c6ng nghé cao (to chikc, ca
nhin) vé&i chi thé dit liéu

@ O

PhUGng thic, thu doan thu thap trai phép di liéu ca nhan:
- Thong qua cac Website

- Théng qua phan mém mién phi

- Théng qua hom thu dién tu

- Tan cong thong qua vat trung gian

- Tan cong qua cac thiét bi thong minh




Hoat dong thu thip dit liéu ca nhan tir t6i pham c6ng nghé cao (to chikc, ca
nhin) vé&i chi thé dit liéu

(@

O

DO tugng thu thap trdi phép di liéu ca nhan:
- Tan cong noi bd
- Tan cong tu bén ngoai



Hoat dong x& 1y dit liéu c4 nhan clia Bén Kiém soat dit li€éu c4 nhan, Bén
Xt Iy di¥ liéu ca nhin, Bén Kiém soat va Xt 1y di¥ liéu ca nhin, Bén thit ba
v&i chu thé dir liéu

o @)

- X4c dinh cac yéu cau bao mat
- Hoat dong tham tra



Hoat dong xtr 1y dit li€u ca nhan gitra ca nhan véi ca nhan

@ O

- D&t mat khau yéu

- L6 hong tu cac phan mém, clia hau

- Phan mém doc hai

- Ky thuat tan cong phi ky thuat (Social engineering attack)

- SU bt can cla ngudi ding

- Chia se d lieu ca nhan qua nhiéu trén cac phuang tién truyén thdng xa hoi
- Chu quan trong tham gia ky két cac diéu khoan giao dich




Ché tai x phat hanh vi x4m pham dit li€u cd nhin

@ O

Vi pham céac quy dinh vé di liéu ca nhan ¢ thé bi xt phat
hinh su, véi an ti giam cao nhat 1a 07 nam. Cu thé: Diéu 159 B0 Luat Hinh sy
quy dinh, viec “xam pham bi mat hoac an ninh thu tin, dién thoai, dién tin
hodc hinh thiic trao doi thong tin riéng tu cta ngudi khac” cd thé bi phat tu t6i
03 nam. Dieu 288 quy dinh vé “Toi dua hodc su dung trai phép thong tin trén
mang may tinh, mang vién thong” véi mic hinh phat cao nhat 1a 07 nidm tu
giam.



Ché tai x phat hanh vi x4m pham dit li€u cd nhin

@ O

Quyén bao vé dif liéu ca nhan (dd lieu ca nhan) la mot
quyén dan su, viéc bao vé quyén nay dudc coi la nguyén tac trong phap luat
Dan su. Khoan 1 Diéu 9 Bo Iuat Dan sy nam 2015 khang dinh: “Tét ca cac
quyén dan su cla ca nhan, phap nhan, chu thé khac dudc ton trong va dudc
phap lut bao vé”.



Ché tai x phat hanh vi x4m pham dit li€u cd nhin

@ O

Cac hanh vi vi pham, xam hai dén di lieu ca nhan cé
thé bi budc boi thudng thiét hai, xi phat vi pham hanh chinh hoac truy cliu
trach nhiém hinh su, tiy thudc vao tinh chat, miic do nguy hiém va hau qua
do hanh vi vi pham gay ra.



Thyc trang dit liéu ca nhan
dang bi mua ban, 1§, mat tran lan
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Thyc trang dit liéu ca nhan
dang bi mua ban, 1§, mat tran lan

(@

O

- Chi trong 02 nam tti ndm 2019 dén nam 2020, BO Cong an phat hién hang
trim ca nhan, t0 chdc lién quan ban dd liéu ca nhan. Mot s6 dudng day
chiém doat, mua ban di liéu quy mo I6n tai Viét Nam da bi phat hién, dau
tranh, xt ly. SO ludng dd liéu ca nhan bi thu thap, mua ban trai phép phat hién
dudc Ién t6i gan 1.300GB, trong dé c6 nhieu di liéu c& nhan noi b, nhay
cam.



Két qua diu tranh, phong chéng vi pham phap luit vé bao vé dit liéu ca
nhan trén dia ban TP Pa Nang

(@

Danh sap 2 duong day 1 J B p———
chuyén mua ban di liéu ca Lo B »
nhan, sim rac, tao va mua [ENCGAJERR RIS

ban tai khoan ngan hang s6 M= B |
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Két qua cong tac bao vé dit liéu ca nhan
trong qua trinh xtr ly dit liéu

@ O

- L6 hong API tra ctiu gidy phép lai xe cta S6 Giao thong van tai co thé bi Igi
dung dé thu thap 486.653 gidy phép lai xe, thong tin di liéu ca nhan bao
gom: ho tén, s6 chiing minh nhan dan, ngay sinh, dia chi.
- L6 hong API tra ctiu théng tin khach hang cua Cong ty Co phan cap nudc
Pa Nang co thé bi Igi dung dé thu thap 340.238 thong tin khach hang, thong
tin di liéu ca nhan bao gom: ho tén, dia chi, so dién thoai.



Két qua cong tac bao vé dit liéu ca nhan
trong qua trinh xtr ly dit liéu

@ O

- L6 hong bdo mat nghiém trong CVE-2019-16891, CVE-2020-7961 tai 39
trang thong tin dién tU st dung nén tang Liferay Portal cua cac don vi trén dia
ban thanh phd c6 thé bi khai thac dé tan cong chiém quyén diéu khién danh
cap dd lieu trén may chd, cd nguy co 19 lot di liu cd nhan cla can bo, vién
chiic dudc luu trén hé thong.




NGUYEN TAC BAO VE D LIEU CA NHAN

(@

1. Dii liéu ca nhan dudc xu ly theo quy dinh cua phap luat.

2. Chd thé d liéu dudc biét vé hoat dong lién quan t6i xd Iy di liéu ca nhan
cua minh, trti tridng hdp luat c6 quy dinh khac.

3. D@ liéu ca nhan chi dudc xU ly dang véi muc dich da dugc Bén Kiém soat
dd liéu ca nhan, Bén XU Iy dd liéu ca nhan, Bén Kiém soat va xu Iy di liéu ca
nhan, Bén tha ba dang ky, tuyén bo vée xu ly dd lieu ca nhan.



NGUYEN TAC BAO VE D LIEU CA NHAN

@ O

4. D{ liéu ca nhan thu thap phai phu hdp va gidi han trong pham vi, muc dich
can xu ly. D@ liéu ca nhan khong dudc mua, ban dudi moi hinh thic, tru
trudng haop luat co quy dinh khac.

5. D{ liéu ca nhan dudc cap nhat, bo sung phu hgp véi muc dich xad 1y.

6. DG liu ca nhan dudc ap dung cac bién phap bao vé, bao mat trong qua
trinh xU ly, bao gom ca viéc bao vé tru6c cac hanh vi vi pham quy dinh vé
bao vé di liéu ca nhan va phong, chong su mat mat, pha hdy hodc thiét hai
do su c0, st dung cac bién phap ky thuat.



NGUYEN TAC BAO VE D LIEU CA NHAN

O

(@

7. DU liéu c& nhéan chi dugdc luu trf trong khoang thdi gian phu hgp véi muc
dich xu ly di liéu, trti trudng hop phap luat cé quy dinh khac.

8. Bén Kiém soat di liéu, Bén Kiém soat va xii ly di liéu ca nhan phai chiu
trach nhiém tuan thu cac nguyén tac xt ly di liéu dugc quy dinh tu khoan 1
t6i khoan 7 Di€u ndy va chiing minh sy tuan th ctia minh vdi cic nguyén tac
xu ly dd liéu do.



Bién phap an toan
trén khong gian mang

o O




Bién phap an toan
trén khong gian mang

o O




Bién phap an toan
trén khong gian mang

o O




HAY
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< Thong thai

Canh giac ©

o Tute

Diing cam o



HAY MANH ME

@ O

Mot trong nhiing bi kip hiéu qua giup ching minh dudgc an toan hon trén
moi trudng mang do la dam bao méat khau cda cac tai khodn ca nhan co
tinh bdo mat cao. Cung nhau ndm rd 5 bi kip dudi day dé c6 thé manh mé
han trén mang.

- Tao mét khau c6 tinh bao mat cao.

- Khong dung chung mat khau cho tat ca tai khodn.

- Dat mat khau sang tao khong ai doan dudc.

- Tranh dung thong tin ca nhan.

- Dling ngai thay doi mat khau.



HAY THONG THAI

@ O

Khong gian mang ciing co rat nhiéu diém tudng dong véi cudc song thuc té
cua ching ta. Nhiing gi ta ndi hodc bay to trén mang tham chi con dudc
nhiéu ngudi biét t6i hon va su ton tai cua chung la mai mai. Vay phai lam
sao dé ludn 12 mot ngudi dung thong thai trén mang.

- Nhé bao vé nhiing bi mat ca nhan.

- Hay thé hién mat tich cuc cla ban than trén khong gian mang.

- Suy nghi ky trudc khi dang tai bat ky ndi dung gi.



HAY CANH GIAC

@ O

Cac chiéu thuc IUia gat trén mang ngay cang nhiéu va xuat hién day dac
han. Tuy nhién, néu ching ta luén hoc cach canh giac va binh tinh ting phé
khi gap su ¢, moi van dé sé co thé dudc phong tranh va giai quyét on
thoa.

- Hay kiém tra lai tén mién cla céc trang web that ky.

- Lubn su dung cac web an toan, khong doc hai.

- Hay canh giac vdi ltia dao.




HAY TU TE

@ O

- Hay ddi xu véi ngudi khac theo cach ma ban mudn ho doi xt véi ban than
minh. Ldi khuyén nay khong chi rat dung trong cudc song thuc té, ma con
c6 thé mang lai hiéu qua khong nho trén khong gian mang.

- Lan t6a nhiing diéu t6t dep, chl dong Ién tiéng dé gd bo cai xau, dé chac
chan sé 1a nhiing hanh dong ding dan dé xay dung mot khong gian mang
hanh phuc va lanh manh cho tat ca ching ta.



HAY DUONG CAM

@ O

Khi nhin thay cac thong tin doc hai hodc nhan dudc nhing ndi dung khong
phu hdp tUi ngudi la, chang ta thudng dé cam thay boi rdi va chap nhan bo
qua rdi 16 di nhiing mau tin do. Nhung ching ta c6 thé néi ra hodc tim cach
b4o cdo nhiing diéu doc hai do, rat nhiéu ngudi khac sé tranh dudc nguy
cd bj de doa hodc phai tiép nhan nguon tin xau.



HAY DUONG CAM

- Hay Ién tiéng.

- Chia sé cho ngudi than, cd quan chiic nang dé nhan su gitp da.
- Ngan chan cac ndi dung khong phu hap.

- Luu lai bang chiing.

- DUng sg hai.



CAM ON QUY VI PA LANG NGHE !

FACEBOOK ZALO
https://www.facebook.com/Anninhmang.danang http://zalo.me/734747625689369449?src=qr




BAN i\N LY ‘ ‘ \\
~ KHU CONG NGHE CAO PHONG AN NINH MANG VAPCTP  ©
VA CAC KHU CONG NGHIEP DA NANG SU DUNG CONG NGHE CAO
TAP HUAN .
MOT SO NOI DUNG BAO DAM AN NINH MANG, -
BAO VE Bi MAT NHA NUGC TREN KHONG GIAN MANG, .
BAO VE DU LIEU CA NHAN

Thuong t4, Ths. LE CAO TAM
Truwong Phong An ninh mang N\
va PCTP str dung cong nghé cao




CONG AN TP PA NANG
PHONG AN NINH MANG VA PCTP SU DUNG CONG NGHE CAO

Thuaong uy Ngo Ba Toan @ X '55@
°$ %

ST lien he: 0903.623.678
Tai khoan Zalo “Ba Toan”




